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The largest attack observed in 2020 occurred at 10:08 on March 22nd, with a peak attack traffic
of 1,490G bps and a duration of merely 5 minutes and 26 seconds. The attack is a large-scale
UDP flooding with extremely scattered source addresses. The victim’s network was flooded by
over ten routers, with the attack traffic reaching a peak rate of nearly 1.5T bps within just two
- Overall Trend minutes. During the peak of the attack, it was estimated that over 100,000 attacking IP
addresses were simultaneously sending packets around 408 Bytes to UDP port 6666 of the
victim host. The victim host was a server in a cloud service center, and the source addresses of
the attack traffic all came from the APAC region.

- By Vector
- By Vector Trend

- By Duration . . : I
Let’s take a closer look at the traffic behavior of this attack: the UDP port 6666 used in this attack
is generally used for Internet Relay Chat (IRC) communication, which is usually used to transmit
data in the form of text under the client-server model. The UDP port 6666 is often one of the

- By Vector protocol ports used by the Kali Linux trojans. During the event, the single victim host was

- By Size attacked by more than 100,000 source IPs sending traffic packets at a speed higher than

3.6Gpps. This is considered a very large-scale Botnet attack.

A botnet is defined as many Internet-connected devices penetrated by malware. Hackers often

- By Monthly Trend use botnets as remotely controlled devices to launch a volumetric attack. The power of a botnet

_ Case Study 1 is primarily determined by the number of penetrated devices. In the past, to successfully launch a
DDoS attack had not been easy. But with the advancement of the Internet of Things (loT), the

- Case Study 2 number of Internet-connected devices has increased dramatically, and their relatively lower

- Case Study 3 security standards have given botnet hackers a great opportunity to invade. Take the volumetric
attack in March for example, tens of thousands of source IPs being launched simultaneously to
produce Tb-level attack traffic is undoubtedly a perfect scenario of an loT botnet attack.
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The second and third largest attacks of 2020 were both large-scale multi-vector attacks, which
happened at 04:00 on December 3d and 10:00 on February 12th with a peak traffic of 682Gbps
and 637 Gbps respectively. In attack duration, the second largest attack lasted for only about 5
minutes, while the third lasted for 42 minutes.

- Overall Trend These two large-scale multi-vector attacks combine several common reflection amplification attacks
- including SSDP reflection amplification, NTP reflection amplification, CLDAP reflection

- By Vector . : ...
amplification, and Malformed UDP packet as a result of a reflection amplification. Other than

- By Vector Trend reflection amplification, these attacks also include a considerable amount of TCP SYN flood attack E % 5 [ % o E R @ E

- By Duration traffic targeting at port 80, and a Doly trojan based on the source port traffic of several high port =
numbers targeting a specific TCP/UDP 1010 destination port. SSDP. NTP. CLDAP Top /UDP‘
During the peak of these attacks, it is estimated that hundreds of attacking IP addresses used Reflection Servers port 1010
different communication protocols (TCP, SSDP, NTP, CLDAP, etc.) to inject attack traffic into the

- By Vector i :

. victim networks through dozens of route links. The source addresses of these two attacks were \4

- By Size from domestic carrier networks and both domestic and abroad networks of the APAC, respectively.

- By Monthly Trend

- Case Stu dv 1 Flnggrprlnt Counter: |bSV| Anomaly Type: |A.|| Fingerprint Counter: Anomaly Type:
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- Case Study 3
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The fourth largest attack observed in 2020 was launched at 23:37 on April 18t with a peak rate of
626Gbps. This attack is a large-scale CLDAP reflection amplification attack, accompanied by a large
amount of Malformed UDP packet traffic. The attack traffic reached a short-term peak half an hour after
being detected. During its peak, it was estimated that more than a thousand reflection servers used the
CLDAP protocol to attack the victim host.

Compared with the top three volumetric attacks, this attack had three other special characteristics: First,
its attack source mainly came from reflection servers of foreign operators - such as Microsoft, Amazon,
Sweden, South Africa, etc.; secondly, the attack lasted for 3 days and 11 hours then returned to a normal
level; finally, this reflection ampilification attack traffic was not constantly at high flow rate, but rather a pulse
wave attack with traffic spikes occurring in clockwork-like succession. In this event, we observed traffic
spikes occurring every half an hour, with the peak rates reaching more than 600 Gbps. The burst lasted for
about three days, gradually died down and remained at a high flow rate for another three days, then finally
returned to normal.
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